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Abstract of the contribution: This contribution proposes solutions for Key Issue 8: Performance improvement and supervision of mIoT terminals.
1. Discussion
The Key Issue 8: Performance improvement and supervision of mIoT terminals in TR23.791 provides two problems for 5G mIoT as follows,
Problem 1: How to determine subscription data for a mIoT terminal?
Problem 2: How to identify massive mIoT terminals are misused or hijacked?
1.1 Background
1.1.1 Current status in 4G 
1.1.1.1 Communication Pattern parameters
As specified in Figure 5.10.2-1 TS 23.682 clause 5.10, the SCS/AS could provide sets of the CP parameters (Table 5.10.1-1) through the SCEF to the HSS which distributes them to the corresponding MME with relevant subscriber data. 


Figure 5.10.2-1: Signalling sequence for provisioning of CP Parameters
Table 5.10.1-1: CP parameters
	CP parameter
	Description

	1) Periodic communication indicator
	Identifies whether the UE communicates periodically or not, e.g. only on demand. [optional]

	2) Communication duration time
	Duration interval time of periodic communication [optional, may be used together with 1)]
Example: 5 minutes

	3) Periodic time
	Interval Time of periodic communication [optional, may be used together with 1)]
Example: every hour

	4) Scheduled communication time
	Time zone and Day of the week when the UE is available for communication [optional]
Example: Time: 13:00-20:00, Day: Monday

	5) Stationary indication
	Identifies whether the UE is stationary or mobile [optional]



1.1.1.2 Network Configuration parameters
As specified in Figure 5.18-1 TS 23.682 clause 5.18, the SCS/AS could also provide sets of the Network Configuration parameters through the SCEF to the HSS which distributes them to the corresponding MME/SGSN with relevant subscriber data. 


Figure 5.18-1: Procedure for Network Parameter Configuration via SCEF
The Network Configuration parameters listed here bellow are extracted from TS 23.682 clause 5.6.1.4:
-	Optionally, Maximum Latency indicating maximum delay acceptable for downlink data transfers. Maximum Latency is used for setting the periodic TAU/RAU timer for the UE as it sets the maximum period after which a UE has to connect to the network again and thereby becomes reachable. Determined by the operator, low values for Maximum Latency may deactivate PSM.
-	Optionally, Maximum Response Time indicating the time for which the UE stays reachable to allow the SCS/AS to reliably deliver the required downlink data. Maximum Response Time is used for setting the Active Time for the UE. When the UE uses extended idle mode DRX, the Maximum Response Time is used to determine how early this monitoring event should be reported to the SCS/AS before the next Paging Occasion occurs.
-	Optionally, Suggested number of downlink packets indicating the number of packets that the Serving Gateway shall buffer in case the UE is not reachable.
1.1.2 Current status in 5G 
At present, as specified in Figure 4.15.6.2-1 TS 23.502 clause 4.15.6, external party/AF is allowed to provision expected UE behavioral information (e.g. Expected UE Moving Trajectory) for a group of UEs to the UDM to store as part of the subscription data for the group of UEs, then the subscription data could be notified to the related Network Function (e.g., AMF, SMF). 


Figure 4.15.6.2-1: Nnef_ParameterProvision_update request/response operations
1.2 Solution
Though the expected UE behavioral information provided by the AF could be used by UDM/UDR to store as part of the subscription data for the group of UEs from the beginning, NWDAF should derive the UE behavioral information based on the information collected by 5GS and update UDM later on because the UE behavioral information provided by AF could be untrusted, especially in case the AF belongs to 3 party.
It is obvious that NWDAF could derive the related UE behavioral information e.g. Communication Pattern parameters or Network Configuration or Expected UE Moving Trajectory by collecting data from SMF and AMF as listed in Table 1.
Table 1: UE behavioral information collected from 5GC NF(s)
	Information
	Presence
	Source
	Description

	UE ID
	M
	AMF/SMF
	Could be e.g. SUPI, which is used by NWDAF to correlate the UE behavioural information from different 5GC NFs.

	Location info
	
	
	

	>Timestamp
	O
	AMF
	The timing for the UE

	>Location 
	O
	AMF
	The location info for the UE e.g. Cell ID or TA ID

	Communication Pattern Info
	
	
	

	>Communication start time
	O
	SMF
	Start time when the UE is available for communication

	>Communication end time
	O
	SMF
	End time when the UE is unavailable for communication

	Network Configuration Info
	
	
	

	>UL or DL Packet Latency
	O
	SMF
	Indicating the delay for uplink or downlink packets transfers for the UE



With above UE behavioral information from 5GC NF(s) and UE, NWDAF perform data analysis e.g. using a Three-layer Deep Neural Network to cluster the heterogeneous UEs into multiple UE group(s), where each UE group has the same expected UE behavioral information as defined in Table 2.
Table 2: Expected UE behavioural information for a UE group
	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE is stationary or mobile, e.g. only on demand.  [TS 23.682, clause 5.10.1]

	UE Moving Trajectory
	O
	Identifies the UE's expected geographical movement [TS 23.502, clause 4.15.6]
Example: A planned path of movement

	Periodic communication indicator
	O
	Identifies whether the UE communicates periodically or not, e.g. only on demand. [TS 23.682, clause 5.10.1]

	Communication duration time
	O
	Duration interval time of periodic communication [may be used together with 1)] [TS 23.682, clause 5.10.1]
Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication [may be used together with 1)] [TS 23.682, clause 5.10.1]
Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication [TS 23.682, clause 5.10.1]
Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers  [TS 23.682,  clause 4.5.21]

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data [TS 23.682,  clause 4.5.21]

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable [TS 23.682,  clause 4.5.21]



[image: ]
Figure 1: Clustering process based on Deep Neural Network
As depicted in Figure 1, the Three-layer Deep Neural Network can be interpreted as follows,
· Input Layer: the UE behavioral information per UE collected from the 5GC NF(s)
· As defined in Table 1,  is “timestamp” from AMF,  is “location” from AMF,  is “communication start time” from SMF,  is “communication end time” from SMF …,  is “Number of UL or DL packets” from SMF;
·  is the dimension of all the UE behavioural information in Table 1.
· Hidden Layer: the UE behavioral information per UE derived by the NWDAF 
· As defined in Table 2,  is “Periodic communication indicator”,  is “Communication duration time”,  is “Periodic time”, …,  is “Expected UE Moving Trajectory”;
·  is the dimension of all the expected UE behavioural information in Table 2.
· Output Layer: the expected UE behavioral information per UE group derived by the NWDAF
·  is the number of the UE groups, where each UE group has an expected UE behavioral information, i.e.
: ,
: ,
…
: .

Solution for Problem 1.
-	The expected UE behavioral information for each UE group could be provisioned by the NWDAF to update the UDM accordingly. 
Solution for Problem 2.
-	How 5GC determines whether the UE’s behavioural information is abnormal or normal is FFS;
2 Proposal
It is proposed solutions for Key Issue 8: Performance improvement and supervision of mIoT terminals.
* * * * Start of Change * * * * 
[bookmark: _Toc473190644][bookmark: _Toc500949091]6.X	Solution X: Performance improvement and supervision of mIoT terminals
6.X.1	Description
This solution is for Key Issue 8: Performance improvement and supervision of mIoT terminals.
6.X.1.1	Information for the support of Performance improvement and supervision of mIoT terminals
The UE behavioural information from 5GC NFs for performance improvement and supervision of mIoT terminals is defined in Table 6.X.1.1-1.
Table 6.X.1.1-1: UE behavioural information collected from 5GC NF(s)
	Information
	Presence
	Source
	Description

	UE ID
	M
	AMF/SMF
	Could be e.g. SUPI, which is used by NWDAF to correlate the UE behavioural information from different 5GC NFs.

	Location info
	
	
	

	>Timestamp
	O
	AMF
	The timing for the UE

	>Location 
	O
	AMF
	The location info for the UE e.g. Cell ID or TA ID

	Communication Pattern Info
	
	
	

	>Communication start time
	O
	SMF
	Start time when the UE is available for communication

	>Communication end time
	O
	SMF
	End time when the UE is unavailable for communication

	Network Configuration Info
	
	
	

	>UL or DL Packet Latency
	O
	SMF
	Indicating the delay for uplink or downlink packets transfers for the UE

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



6.X.1.2	Procedure for expected UE behavioural information provisioning
Based on large amount of UE behavioural information from 5GC NF(s) corresponding to UEs in a SUPI list, NWDAF could offline clusters the UEs into one or more UE groups, where each UE group has an expected UE behavioural information, as defined in Table 6.X.1.2-1.
Table 6.X.1.2-1: Expected UE behavioural information for a UE group provided by the NWDAF
	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE is stationary or mobile, e.g. only on demand.  [TS 23.682[x], clause 5.10.1]

	UE Moving Trajectory
	O
	Identifies the UE's expected geographical movement [TS 23.502[3], clause 4.15.6]
Example: A planned path of movement

	Periodic communication indicator
	O
	Identifies whether the UE communicates periodically or not, e.g. only on demand. [TS 23.682[x], clause 5.10.1]

	Communication duration time
	O
	Duration interval time of periodic communication [may be used together with 1)] [TS 23.682[x], clause 5.10.1]
Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication [may be used together with 1)] [TS 23.682[x], clause 5.10.1]
Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication [TS 23.682[x], clause 5.10.1]
Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers  [TS 23.682[x],  clause 4.5.21]

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data [TS 23.682[x],  clause 4.5.21]

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable [TS 23.682[x],  clause 4.5.21]





Figure 6.X.1.2-1: Procedure for expected UE behavioural information provisioning
1. The UDM may subscribe expected UE behavioural information to the NWDAF by invoking Nnwdaf_EventsSubscription_Subscribe service operation. The input for the service operation should be,
-	Event ID
-	Event Filter Information: SUPI List
2. Based on large amount of UE behavioural information from 5GC NF(s) as defined in Table 6.X.1.1-1, NWDAF offline clusters the UE behavioural information one or more UE groups in which each UE group has an expected UE behavioural information.
3. The NWDAF notifies the expected UE behavioural information as defined in Table 6.X.1.2-1 to the UDM by invoking the Nnwdaf_EventsSubscription_Notify service operation. The UDM stores the expected UE behavioural information as part of the subscription data for the corresponding UE(s).
Editor's note:  How 5GC determines whether the UE’s behavioural information is abnormal or normal is FFS.
6.X.2	Impacts on Existing Nodes and Functionality
Editor's note:  Capture impacts on existing 3GPP nodes and functional elements.
6.X.3	Solution Evaluation
Editor's note:  Use this section for evaluation at solution level.
* * * End of Change * * * 
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